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Abstract—Cyber-physical systems (CPSs) are designed to in-
tegrate computation and physical processes through constantly
interacting with the physical environment. The complexity and
uncertainty of the environment often come up with unpredictable
situations, which place high demands on the dynamic adaptability
of CPSs. Further, as the environment evolves, the CPS needs to
constantly evolve itself to adapt to the changing environment.
This paper presents a research plan that aims to develop a novel
framework to address CPS design challenges under uncertain
environments. We propose to utilize evolutionary computation
and reinforcement learning techniques to design control policies
that can adapt to the dynamic changes and uncertainties of the
environment. Further, novel testing and evaluation approaches
that can generate test cases while adapting to dynamic changes
in the system and the environment will be explored.

Index Terms—cyber-physical system, evolutionary computa-
tion, reinforcement learning, uncertainty

I. INTRODUCTION

Cyber-physical systems (CPSs), which combine computing,
networking, and physical processes, have attracted much at-
tention for their ability to provide intelligent control and
decision-making in complex and dynamic environments [1].
A typical CPS mainly consists of physical, communication,
computation, and control components [2], where the compu-
tation component is the core of the whole system and embeds
the decision-making strategy. CPSs have demonstrated great
potential in various applications, including smart manufactur-
ing, air transportation, critical infrastructure (e.g., smart grid),
intelligent transportation and robotics [3]. Such applications
often place high requirements on the reliability and robustness
of CPSs, which introduces practical challenges for CPS design.

In general, CPS is designed to automatically perform differ-
ent tasks under dynamic physical environments, which requires
the system to be able to adapt to changes in the system and
environment states. In addition, the design of an increasingly
autonomous CPS is required to consider various situations
that may happen in real-world tasks. However, the physical
environment is complex and full of various uncertainties,
which may bring unpredictable situations; and the increasing
complexity and uncertainty of the system often come up with
unexpected and unpredictable behaviors of CPSs. Moreover,
coordination among multiple agents in a CPS or different CPSs
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is important for decision-making in complex tasks. This is
because coordination enables agents to achieve a common goal
and to make decisions based on the actions and decisions of
other agents in the system, which is critical for dealing with
uncertainties and ensuring the reliability of the system.
Evolutionary computation (EC), inspired by the principles
of biological evolution to find the optimal solutions, has
been successfully applied in various areas [4]. Applications
of EC include design optimization of complex systems [5] by
searching for the best system variables and test generation for
dynamic systems using multi-objective optimization [6]-[8].
Reinforcement learning (RL) is about agents learning optimal
policies by interacting with unknown environments. RL has
been widely used in problems that require dynamic adaptation,
such as game playing [9], robotics [10], and autonomous
systems [11]. In recent years, RL has also demonstrated great
potential in testing and evaluating autonomous systems [12],
[13]. However, studies have shown that both EC and RL
have their own limitations, and several studies have combined
these two techniques and proposed evolutionary reinforcement
learning (ERL) to address these limitations, while the applica-
tion of ERL in CPS design has not been extensively studied.
Being aware of the above design challenges of CPSs and
the successful applications and limitations of EC and RL,
this paper presents a research plan that focuses on utilizing
EC and RL to facilitate the design and validation process of
CPSs. Concretely, this plan aims at developing a framework
that can support the design process of CPSs under uncertain
environments. Additionally, we plan to develop new methods
to test and evaluate whether a CPS meets design requirements.

II. RESEARCH QUESTIONS AND EXPECTED
CONTRIBUTIONS

We present the research questions to be addressed and discuss
the expected contributions of each research question below.
RQI: How can we utilize EC and RL to design CPSs that
can adapt and evolve while considering the uncertainty and
complexity of the environment? This research question aims
to address CPS design challenges and improve the ability
of CPSs to deal with uncertain and dynamic-evolving envi-
ronments. The expected contributions include a CPS design
framework that can take advantage of EC and RL. Besides,
we also consider proposing novel hybrid algorithms that



leverage EC and RL, thereby mitigating the limitations of
their individual application. As discussed earlier, studies have
been conducted and ERL approaches have been proposed to
combine the advantages of EC and RL. For example, EC can
potentially improve RL’s exploration ability, given its ability to
optimize in parallel through population evolution. Therefore,
this study will investigate the potential application of ERL to
address the CPS design challenges.

RQ2: Considering tasks that require multi-agent coordi-
nation and interaction, how can we employ EC and RL to
coordinate collaboration among multiple agents while con-
sidering the dynamic adaption and evolution of the system?
This research question intends to develop multi-agent control
policies that can coordinate multiple agents as a team for
complex tasks. Specifically, this study will contribute to apply
existing multi-agent approaches (e.g., multi-agent RL, multi-
agent EC) to design cooperative decision-making strategies for
CPS. Further, novel multi-agent solutions will be developed
that can coordinate different agents toward a common goal or
each agent simultaneously toward different goals.

RQ3: How to effectively and efficiently evaluate the ability
of CPSs to deal with dynamic and uncertain environments?
Given the complexity and uncertainty of CPS’s operating
environment, existing CPS testing methods may not be able to
deal effectively with such environments. Hence, this research
question aims to contribute novel adaptive testing strategies
that can adapt to dynamic environments and generate test cases
for CPSs. In addition, test optimization methods for efficient
CPS testing will be investigated.

III. RELATED WORKS

In the literature, various approaches have been proposed
for addressing the design challenges of CPSs by employing
EC [4], [5], [7], [8]. Schranz et al. [14] proposed to evolve
controllers for CPSs through EC, thus enabling CPSs to adapt
to dynamic environments. He et al. [4] explored the potential
application of EC in addressing security design challenges of
CPS, such as cyber attack detection [15]. EC is also employed
to facilitate the evaluation process of CPSs. For example,
Abdessalem et al. [6] proposed to combine evolutionary algo-
rithms with machine learning techniques to efficiently generate
critical test scenarios for autonomous driving systems (ADSs).

Various CPSs design solutions using RL have been pro-
posed [10], [11], [16]. Niroui et al. [17] proposed a RL-
based control policy for designing rescue robots operating in
unpredictable environments. To address the design challenges
of ADS under urban driving environments, Chen [18] first
designed a novel visual representation approach to encode low-
dimensional latent states. Then several RL algorithms are em-
ployed to learn driving policies under various complex urban
driving scenarios. Multi-agent coordination and interaction are
important features of CPS tasks, and multi-agent RL [19] is
a promising solution. For example, Zhou et al. [20] employed
multi-agent RL to design behavior policies for ADS, where
several agents learn to cooperate to ensure the fuel efficiency,
comfort, and safety of autonomous driving.

EC and RL have shown successful applications in many
challenging CPS design tasks. However, both of these ap-
proaches have limitations: EC is typically limited by the
complexity of the problems, especially those that require
optimization in large parameter spaces [21]. On the contrary,
RL can learn optimal behavior policies under complex state
spaces, while its effectiveness is limited by sparse rewards
and lack of effective exploration [22]. Recently, evolutionary
reinforcement learning (ERL) [22]-[24] has been proposed
by leveraging the strengths of EC and RL to address their
limitations. For example, Khadka and Tumer [22] employed
evolutionary algorithms to provide diversified data to train
agents in RL, which is effective for sparse rewards problems
and can effectively explore the parameter space. ERL methods
have been applied to benchmark tasks requiring continuous
control, but rarely in the context of CPS design.

IV. EXPERIMENT DESIGN AND EVALUATION

Experiment platform. We plan to conduct the experiment and
evaluate the results in the domain of autonomous driving.
ADS is a typical CPS capable of sensing the environment and
making decisions without human intervention. These systems
place high requirements on safety and reliability and usually
consist of multiple components to perform different tasks. This
study will focus on performing experiments and evaluations in
simulated environments. For simulating such an environment,
we plan to utilize high-fidelity simulators, such as Carla [25].
In addition, we will build a physical experiment platform with
three rovers in our laboratory. The rover is equipped with
sensors, actuators and computers to support the development
of various autonomous driving decision-making strategies.

Experiment design. We plan to develop novel autonomous
driving policies and testing strategies, and design experiments
accordingly. Concretely, we will employ different driving tasks
to evaluate the ability of the driving policy to adapt to various
environments and evolve as the environment changes. Further,
we will select appropriate multi-agent tasks to evaluate the
multi-agent policy, such as ensuring comfort and safety while
navigating to the destination. Finally, the developed ADS
testing strategy will be evaluated using various ADSs. State-
of-the-art approaches will be used for comparisons.

Empirical evaluation. We will select proper metrics to
evaluate our approaches. The metrics could include safety or
comfort measures of ADSs (e.g., collision, time to collision),
and quality measures of the applied algorithms (e.g., accuracy,
recall rate [26] and inverted generational distance [27]). Also,
we will analyze and report results from different perspectives,
using different analytical methods, to draw solid conclusions.
In addition, to evaluate whether the proposed approaches are
effective in real-world driving, we will study the transferability
of virtual-world to physical-world driving. The approaches will
be evaluated with three physical rovers in our lab and we will
study the ability to perform multi-agent tasks with physical
rovers. Finally, we will also study the usage of evaluation
approaches in hardware-in-loop testing and physical testing,
which is an important industrial need.
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